PFSENSE

Formateur : Franck Thalmensy
Etablissement :

PFSENSE

est un routeur/pare-feu open source base sur le
systeme d'exploitation FreeBSD.

Fonctionnement :

1 site consulté = 1 connexion = 2 états (connexion entrante/sortant)
50 000 connexions = 100 000 états = ~ 100 Mo de RAM

500 000 connexions = 1 000 000 états = ~ 1 Go de RAM

VPN :
Opter pour un processeur supportant 'AES-NI

SNORT :
Peut avoir une consommation de mémoire-vive de l'ordre de 1 a 2 Go.

SQUID :

Squid utilise beaucoup le disque-dur (contrairement a pfSense).

il faut compter environ 15 Mo de mémoire-vive pour 1 Go de cache sur
le disque-dur.



¥Sense

pfSense Installer

Installation

ptSense Installer pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

Keymap Selection
The system console driver for pfSense defaults to standard “"US™
keyboard map. Other keymaps can be chosen below.

Welcome to pfSenset

We lcome

Rescue Shell
Recover conf ig.xml

l

Install pfSensel
Launch a shell for rescue operations
Recover config.xml from a previous install

<Cancel>

pfSense Installer

How would you

Partitioning
like to partition your disk?

fluto (UFS)@Guided Disk Setup

Manual
Shell

Auto (ZF3)

Manual Disk Setup (experts)
Open a shell and partition by hand
Guided Root-on-ZF3

<Cancel>

Auto

pfSense Installer

(pour le formatage)

Complete
Installation of pfSensc
completet Would you like
to reboot into the
installed system now?

GRATTEE <shell >

Reboot

8?7? files read @ §77.0 files/sec.

Auto (pour le formatage)

Central European
Central European (QWERTY)
Colemak ergonomic alternative
Croatian

Czech (QWERTZ, accent keys)
Danish

Danish (accent keys)

Danish (machook)

Dutch (accent keys)

Estonian

Finnish

( ) French

Kgelect>] <Cancel>
[Press arrows, TAB or ENTER1-——

Archive Extraction
Extracting distribution files...

base.txz... z
Duerall Progress:

[ ] 47

Canadign Bilingual
Central European

<Cancel>
—\——[Press arrows, TAB or ENTER]-—

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modif ications?

<Cves s @MEE

_ Retirer le CD (pour ne pas repartir sur une installation)



¥Sense

Apres une breve installation manuelle pour assigner les interfaces
reseauy, il s'administre ensuite a distance depuis l'interface web et gere
nativement les VLAN (802.1q)

FreeB5SD-i386 (pfSense.localdomain) (Lttywd)
== Welcome to pfSense 2.3.2-RELEASE (i386 full-install) on pfSense ===

WAN (wan) - em® -» vi,sDHCP4: 192.168.100.115-24
LAN (lan) -» eml -» wvi: 192.168.1.1-24

@) Logout (33H only) 9) pfTop
1) Assign Interfaces 10) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) BReset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option:

WAN correspond a l'interface réseaux connecter a internet
LAN notre réseaux



PFESENSE sEnse

L'acces web n'est possible que coté LAN

L'interface Web http://192.168.1.1

@ Logiciels Répertoires Systéme Q @@ m mar. 31 janv., 02:49

v (a)(x

Fichier Edition  Affichage Historique Marque-pa‘l"ges Qutils Aide. v

TFC Assistance Infor.. % KeAOGiTE

@J:; i) @ hitps:/1192.168.1.findex.php

Utilisateur admin
Password pfense

%Sense

COMMUNITY EDITION

Login to pfSense

Userame ~ admin

Password | 000000

[@ [admin_ft@localhost:...




PESENSE
Sommaire

KSense

Présentation de Pfsense

XSen e

COMMUNITY EDITION

Status / Dashboard +@

System Information

(Version de pfsense) e

Version

—

Platform

CPUType

Uptime
Cumrent date/time

DNS server(s)

(Informations sur
votre ordinateur)

Last config change

State table size

—

(Les differents menus)

o0 Interfaces 0
pfSense localdomain AN + 1000baseT <full-duplex- 10°3 166 S0 2GS
EaLAN o 1000baseT «fullduplex- 19216211

2.3.2-RELEASE (i386)
basitt on Tue Jul 19 130939 COT 1016

FreeBSD 10.3-RELEASERS
Wersion : 5 availabie. 3 k

pfsense (Les cartes réseaux)

Intel{R) Core{TM} i52450M CPU @ 2.50GHz
{00 Hour 16 Minutes 0 Seconds
Tue Mar 19 135318 UTC 2019
. 127001
—
» 212270 (DNS Wan)

Sun Feb 17 17:43:16 UTC 2019

0% {41/47000) Show states
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Menu

System

Interfaces

Squid

KSense
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Menu

¥Sense

System

,_
[=]
o =]
=%

Package Manager I
Rourting
Setup Wizard
Update

User Manager

- Cert. Manager

- Package Manager

- User Manager

- User Manager

Permet de créer des certificats

Permet d'installer des paquets

Utilisateurs Pfsense

Mettre le Clavier en fr

Utilisateurs Pfsense




A %Sense
Menu

System/Cert.Manager

Création d'une autorité de certification 1/3

Les certificats SSL (Secure Sockets Layer), parfois appelés certificats numeériques, sont
utilisés pour créer une connexion cryptée entre le client et le serveur.

- CAs

%}sen e System ~ Interfaces - Firewall - Services VPN ~ Status - Diagnostics - Gold = Help =

COMMUNITY EDITION

System / Certificate Manager/ CAs (2]
CAs Certificates Certificate Revocation
Certificate Authorities
Name Internal Issuer Certificates Distinguished Name Actions
Add
Menu
0O,
@Ssense -
Menu Package Manager | Utilisateur




B ¥Sense
Menu

System/Cert.Manager

Création d'une autorité de certification 2/3

Descriptive name Vm_Tfc
Method Create an internal Certificate Authority j
Internal Certificate Authority
Key length (bits) 2048 j
Digest Algorithm =ha?56 j
NOTE: It is recommended to use an algorithm stronger than SHAT when possible.

Lifetime (days) 3650 =

]

Country Code FR j . .
Explication :

State or Province Paris

Descriptive name : Le nom (ex:Societe)

Method : Création d'un nouveaux certificat

Organiaation [ Trowm Key lenght : Longueur de la clé de chiffrement
Common Name : sans espace et unique

City France

Email Address tfo@chezmoi. fr

Common Mame ca-tfcinfo

M
¥sense S

Menu Package Manager | Utilisateur




A %Sense
Menu

System/Cert.Manager

Création d'une autorité de certification 3/3

Voici notre certificat !

System / Certificate Manager/ CAs (2]

CAs Certificates Certificate Revocation

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name Actions
Vm_Tfc v self-signed 0 emailAddress=tfc@chezmoi.fr, ST=Paris, 0=Tfcvm, L=France, CN=ca-tfcinfo, C=FR ?EN i}
Walid From: Tue, 31 Jan 2017 16:04:26 +0100

Valid Until: Fri, 20 Jan 2027 16:04:26 +0100
== Add

Notre autorité de Certificat réussi

Apres avoir fait le Cas, nous allons faire le Certificat Serveur

M
¥sense S

Menu Package Manager | Utilisateur
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Menu

System/Cert.Manager

Certificat Serveur 1/4

— Certificates

System / Certificate Manager / Certificates e

Chs Certificates Certificate Revocation

Certificates

Name Issuer Distinguished Name

In Use Actions
webConfigurator default self-signed emailAddress=admin{@pfSense.localdomain, ST=State, O=pfSense webConfigurator webConfigurator #3; B
(588fce01b1117) Self-Signed Certificate, L=Locality, CN=pfSense-588fcel1b1117, C=US
Server Certificate Valid From: Tue, 31 Jan 2017 00:36:33 +0100
CA: No, Server: Yes Valid Until: Sun, 24 Jul 2022 01:36:33 +0200

- Add
Add

M
¥sense S

Menu Package Manager | Utilisateur




PFSENSE

Menu
System/Cert.Manager
Certificat Serveur 2/4
CAs Certificates Certificate Revocation

KSense

Add a New Certificate

Method Create an internal Certificate

Descriptive name Certificat_pour_Srv

¥Ssense

Menu

hd

Menu

Package Manager

Utilisateur
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Menu
System/Cert.Manager

Certificat Serveur 3/4

KSense

Internal Certificate

Certificate authority
Key length

Digest Algorithm
Certificate Type

Lifetime (days)

Country Code
Explication :

State or Province

Certificate authority : Notre Cas Certificate Gy
Certificate Type : Server Certificate Organization

Vm_Tfe

Server Certificate

Lifetime (days) : 3650 Jours, durée de vie du certlflcat

Email Address

Common Name : sans espace et unique

thci@chezmoi fr

Common Mame rtif-s 1
Altemative Names M or Hostna
-+ 2|
@sense
Menu

Menu

Package Manager

Utilisateur




PFESENSE 3ense

Menu

System/Cert.Manager

Certificat Serveur 4/4

Votre Certificat serveur est prét

ChAs Certificates Certificate Revocation

Certificates

Name lssuer Distinguished Name In Use Actions
webConfigurator default self-signed emailAddress=admin@pfSense.localdomain, ST=5tate, 0=pfSense webConfigurator webConfigurator  # 2
(588fced1b1117) Self-Signed Certificate, L=Locality, CN=pfSense-588fced1b1117, C=US

Server Certificate Walid From: Tue, 31 Jan 2017 00:36:33 +0100

CA: Mo, Server: Yes Walid Untik Sun, 24 Jul 2022 01:36:33 +0200

Certificat_pour_Srv Vm_Tfc emailaddress=tfo@chezmoi fr, ST=Paris, 0=Tfcvm, L=France, CN=certif-serv-tfc, C=FR &G EO
Server Certificate Walid Frorm: Sum, 12 Feb 2017 14:37:01 +0100

CA: Mo, Server: Yes Walid Untik Wed, 10 Feb 2027 14:37:01 +0100

Apres avoir fait le Cas et le certificat Serveur il reste le certificat client

+ Add

M
¥sense S

Menu

Package Manager

Utilisateur




A %Sense
Menu

System/Cert.Manager

Certificat Client 1/3

— Certificates

System / Certificate Manager / Certificates 7]

Chs Certificates Cerificate Revocation

Certificates

Name Issuer Distinguished Name InUse Actions

webConfigurator default self-signed emailAddress=admin@pfSense. localdomain, ST=5tate, O=pfSense webConfigurator webConfigurator #¥%;

(588fce01b1117) Self-Signed Certificate, L=Locality, CN=pfSense-588fce01b1117, C=US

Server Certificate Valid From: Tue, 31 Jan 2017 00:36:33 +0100

CA: No, Server. Yes Walid Until: Sun, 24 Jul 2022 01:36:33 +0200

Cert (serveur) vm_Tfc emailaddress=tfc@chezmoi.fr, ST=Paris, 0=Tfcvm, L=France, CN=certif-server-ifc, B, EO
Server Certificate C=FR

CA No, Server: Yes Walid From: Tue, 31 Jan 2017 21:42:31 +0100

wd Until: Fri, 29 Jan 2027 21:42:31 +0100
= Add

le certificat serveur est déja crée
Add

M
¥sense S

Menu Package Manager | Utilisateur
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Menu
System/Cert.Manager

Certificat Client 2/3

KSense

Internal Certificate

Certificate authority
Key length

Digest Algorithm
Certificate Type

Lifetime (days)

Country Code

Explication : State or Province

Certificate Type : User Certificate o
Common Name : sans espace et Unique o
Email Address

Common Mame

Alternative Hames

Add

Vm_Tfc

FQON or Hostname

& Add

¥Ssense

Menu

Menu

Package Manager

Utilisateur
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Menu

System/Cert.Manager

Certificat Client 3/3

Chs Certificates

Votre Certificat Client est prét

Certificate Revocation

KSense

Certificates

Mame

webConfigurator default
(58Bfced1b1117)

Server Certificate

CA: No, Server: Yes

lssuer

salf-signed

Distinguished Name

emailAddress=admin@pfSense.localdomain, ST=5tate, O=pfSense webConfigurator
Self-Signed Certificate, L=Locality, CN=pfSense-588fced1b1117, C=US

Walid From: Tue, 31 Jan 2017 00:36:33 +0100

Walid Untit: Sun, 24 Jul 2022 01:36:33 +0200

In Use Actions

webConfigurator 4 2.

User Certificate
CA: No, Server: No

Walid From: Sun, 12 Feb 2017 14:49:00 +0100
Walid Until: Wed, 10 Feb 2027 14:49:00 +0100

Certificat_pour_Srv Vm_Tfc emailaddress=tfe@chezmoi fr, ST=Paris, 0=Tfcvm, L=France, CN=certif-serw-tfc, C=FR . EO
Server Certificate Walid From: Sum, 12 Feb 2017 14:37:01 +0100
CA: No, Server: Yes Walid Untik Wed, 10 Feb 2027 14:37:01 +0100
Cert (client) Vm_Tfc emailAddress=tfc@chezmoi.fr, ST=Paris, O0=Tfcvm, L=France, CN=certif-client-tfc, C=FR #$. B

Tous les Certificats on été crée

Il ne reste plus qu'a configurer :
- Le serveur VPN
- Crée un utilisateur pour le VPN_

+ 4dd

Menu

¥Ssense

Menu

Package Manager

Utilisateur




A %Sense
Menu

System/Package Manager

Pfsense basé sur FreeBSD donc il utilise les commande pkg pour
gérer manuellement des packages FreeBSD
- Installed Packages

(Package InSta”el’ #tem / Package Manager / Installed Packages =]
sur votre ordinateur)

- Available Packages I
System / Package *ﬁagersr Available Packages (2] |
(Package disponible)

Vous pouvez rechercher ou
parcourir la liste

Menu

¥Ssense

Menu Certificat manager | Utilisateur




SRl ¥KSense
Menu

System/Package Manager

Programme

Récupére le package squid et squidGuard

Par deffault le Proxy (ou serveur mandataire) n'est pas installer, sur Pfsense c'est Squid
Le Proxy s'occupe :

- Du cache ( désigne un espace disque dédié aux pages les plus souvent visitées)

- Du filtrage Web (se feras par les packet squid squidguard)

- Authentification
- Reverse-Proxy (Permet au utilisateur Internet d’accéder au serveur interne)
Configuration |
Récupére le package Open-VM-Tools
Installer Open-VM-Tools :
- Sur une machine virtuel VmWare
Configuration |
Menu
¥sense - -
Menu Certificat manager | Utilisateur




PFESENSE anse

Menu
System/User Manager

Pfsense permet de gérer des utilisateurs pour vos acces Web/Vpn

System/ User Manager/ Users

L7
(VOS Utl|lS&teU I’S) Users Groups Settings Authentication Servers
——
U'sername Full name Status Groups Actions
admin System Adminisirator v admins &

+ = Jo -
(Vos Groupes)

\ System/ User Manager/ Groups [ 7]

Users Groups Settings Authentication Servers

Group name

Description Member Count Actions
admins System Admmistrators 1 L
a Al Users 1 &
Utilisateurs Web
Menu Certificat manager
¥Sense .

Menu Package Manager




A %Sense
Menu

System/User Manager
Utilisateur Captive Portal 1/5

System/ User Manager/ Users (2]

Creation d'un utilisateur pour acceéder — _u  com some reoons

a Internet (Captive Portal active) |
>
1) Add
(Le nom) (Password)

User Properties

Defined by USER

Disabled |_’r'5,52'-:a"-:\1 =y

Usemame frad
Password esee sees
Full name 2) Save
Jsers follname, for sdminstiative nformtn only (Groupe d'appartenance)
Expiration date \
Custom Settings |:|.I:a nedividual customized GUl options and dashboard layout for this user Save
Group membership aamns _ - E

w w

Certificate |_F ick to create a user certificate

Menu ifi
sense Certificat manager
Menu Package Manager




PFSENSE

Menu

System/User Manager
Utilisateur Captive Portal 2/5

KSense

System / User Manager/ Groups (2]

Users Groups Settings

Création du groupe (Captive Portal)

Groups
GI’DLIP name
admmns

al

(Le nom du groupe)

Group Properties
Group name TFC-Web-user
Scope Local
Description
Group description, for administrative information only
Group membership ZEln
Mot members Members
#  Moveto "Members 4 Moveto "Notmembers

Held down CTRL (PC)/COMMAND (Mac) key to select multiple items.

B Save

4) Save

¥Ssense

Menu

Aurthentication Servers

Description Member Count Actions
System Administrators 1 #
Al Users 1

3)Add WV =

Menu Certificat manager

Package Manager




B ¥Sense
Menu

System/User Manager
Utilisateur Captive Portal 3/5

System/ User Manager/ Groups ©
Des que vous avez creeé le groupe Grows _ |

nous allons ajouter

- les utilisateurs et lui attribuer la + e
fonctionnalité Captive Portal 5) Edit group ~

Group Properties

Group name TFC_Web_User .-
(Utilisateur hors du groupe) _ N
SIH_N ] / (Utilisateur dans le groupe) 6) AjOUtS des utilisateurs

- F 7) Add

Azsigned Privileges

Hame Description Action
Menu Certificat manager
XPsense 0
Menu Package Manager
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Menu

System/User Manager
Utilisateur Captive Portal 4/5

System/ User Manager / Groups / Edit/ Add Privileges

Users Groups Settings Authentication Servers

On choisie le privilege qui permet d’accéder Add Priviicges for TFC_Web_Uscr
au Portal Assignedprivieges  ["lse~Confi Dery Config ~

r - System: Copy files {scp) iy

ser - VPN PPPOE Dialin
User -Services: Captr

]
[

W oW W
=gy

(User — Services:Captive Portal Login)

w
[T
T

e e e Y e e e e | L=
v
)

[

E &
= B

Filter

Save | |

Save

Menu Certificat manager

¥Ssense

Menu Package Manager
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Menu

System/User Manager

Utilisateur Captive Portal 5/5

System / User Manager/ Groups

Users Groups

Authentication Servers

Groups

KSense

Group name Description

System Admmnsirators

(Votre Groupes Web)

Member Count

al

1

E

(nbr d'utilisateurs)

¥Ssense

Menu

Actions
!i
!l
S
Menu Certificat manager

Package Manager
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Menu

¥Sense

Interfaces

Interfaces -

(assign)
LAN
WAN

Permet de configurer vos différentes interface

\Votre :
Wan
Lan
¥Ssense

Menu
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Menu

KSense

Interfaces

Les parametres sont identique pour votre WAN/LAN

General Configuration

(Vous pouvez modifier le nom) Enable
\>Descrlpﬂon

(Dhcp/Sta tIC) \N\M Configuration Type

IPv6 Configuration Type

MAC Address

MTU
MSS

Speed and Duplex

[FjEnable interface

WAN

Enter a description (name) for the interface here.
DHCP |

DHCPS =l

This field ¢
Enter a MA

=
®

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

=
®

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect.

Default (no preference, typically autoselect) j
for this interface

o autoselect (automatically negetiate speed) unless the port this interface connects to has its speed and duplex forced.

¥Sense

Menu
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Menu

Interfaces

Les parametres sont identique pour votre WAN/LAN

Send IPv6 prefix hint [_]Send an IPv6 prefix hint to indicate the desired prefix size for delegation
Debug [_| Start DHCP6 client in debug mode
Do not wait for a RA [ Required by some ISPs, especially those not using PPPoE
Do not allow PD/Address [ ] dhepée will send a release to the ISP on exit, some ISPs then release the allocated address or prefix. This option prevents that signal ever being sent
release

Reserved Networks

Block private networks )]
and loopback addresses

Blocks traffic from IP addresses that are reserved for priv
RFC 4193 (fc00:/7) as well as loopback addresses (127/
private address space, too.

ate networks per RFC 1918 (10/8,172.16/12, 192.168/16) and unigue local addresses per
). This option should generally be turned on, unless this network interface resides in such a

Block bogon n (v

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.

décocher la case Block private

networks and loopback

addresses. “
(pour accéder a l'interface de

gestion)

Autorise le Port 443

¥Sense

Menu
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Menu

KSense

Firewall

Firewall -~ Rules - Lan

Aliases

NAT ~ NAT
Rules - Rules
I Schedules
Traffic Shaper
Virtual IPs - Virtual IPs

Permet de configurer les regles

Redirection

Reégles de firewall Wan/Lan

I'équilibrage de charge (failover)

¥Ksense

Menu




A %Sense
Menu

Firewall/Rules

Exemples de Regles pour le LAN

Floating WAN LAN
(Reales sur Lan) Rules (Drag to Change Order)
States Protocol Source Port  Destination Port Gateway Queue Schedule Description Actions
& 0/523MiB ad ad ad LAN Address 443 ad ] Anti-Lockout Rule -ﬂ-
80
(F\’eg/eS DNS) AR T —— > 53 (DNS) * nane .00
. + 0/418MB IPv4 TCP [ S - 4’ 80 (HTTP) v none L.s00m
(Regles HTTP) -
| ¥ 0/423MB IPv4 TCP LAN net x 4-' 443 (HTTPS) v none L2000
(Régles HTTPS) i IPv4 ICMP J " WAN net J " none G300
v 0/10KiB IPv4 ICMP 3 2 LAN net 3 2 none L0000
B
Exemples de Regles pour le WAN
Float WAN LAN

(Régles sur Wan)

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port Gateway OQueue Schedule Description Actions
(Régles ICMP) |
~P | v WokB PuCMP  * S . . none /000
M L 57 KiB IPwd TCP e e 192.168.1.100 BO (HTTP) = nons NAT A (]

(Régles Nat)

¥Ssense

Menu




PFESENSE sEnse

Menu
Firewall/Rules/LAN
Régles par défaut pour le LAN
Firewall / Rules/ LAN == e
(Régles HTTP/HTTPS)
Float WAN LAN
. States Protecol  Source Port Destination Poryf Gateway Oueuwe Schedule Description Actions
(Regles IPV4) LAN Address :L:l! * * Antid ockout Rule o ]

(Rég les /PV6) [P * LANnet * * * * none Default allow LAN to any rule LA 00

|:| W' » IPvh LANmet  * * * * nome Defautt aliow LAN IPv6 to any nule I
3 ]

Les autorisation les plus haut (valide) si plus bas l'autorisation contredit la ler elle ne seras pas prit en compte

Réegles HTTP/HTTPS : pour accéder a l'interface de gestion
IPv4 : tout autoriser
IPv6 : tout autoriser

¥Ssense

Menu
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Menu

Firewall/Rules/LAN 1) Lan

Firewall / Rules / LA/ == e

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol  Source Port Destination Port  Gateway OQueue  Schedule Description Actions

Lo

Autorisée le Port 80 sur le Lan o BN O O

Edit Arewall Rule

2) Add

Disabled Dsebe:r 5 nile

(Action)

Inderface LAMN ;l
fuddress Family P d
Profeced TCRUDP |

Semoe D-,g,—_ ek LAM rest j i d

Destinaton D'.'cr. match any = J =
=

Destination porl range HTTF (£0) LI HTTF (£0) =

sense FailOver
@

Menu an QPortForward
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Menu

Firewall/Rules/WAN 1) Wan

Floating WAN LAM

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port Gateway Queve  Schedule Description Actions

R0 23 I

Autorisée |I' ICMP sur le Wan
2) Add

with block the packet is dropped silently. In either case, the onginal packet is discarded

Disabled DJIS!DIE1"I5 rule
Set this option 1o disable this rule without removing
Interface WAN ;l
Address Family IPvd LI

eeCt e Ier TOTDCOd Verskon 1nis nue appes 1o icm
Protocol CMP ‘——’/LI// ( p)

ICMPtype | any B

Menu QgFailOver
¥Sense

Menu Lan PortForward




PFSENSE

Menu
Firewall/Rules/WAN

KSense

Exemples de Regles pour le WAN

Firewall / Rules/ WAN

Ll = @
Floating WAN LAN
I
Rules (Drag to Change Order)
" States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/890B i RFC 1918 networks i & i o & Block private networks 3
X 0/0B = Reserved * * * * * Block bogon networks £+
Not assigned by IANA
() ¥ 0/9KiB IPvAICMP  * = * * none J.#C10m
any
O Pv4 TCP : : : 80 (HTTP) none
<] ¥ 0/211KiB  IPv4TCP  * L K A=)

443 (HTTPS)  * none

Autorisée I'acces a l'interface de gestion (Wan)

¥Ssense

Menu

Menu QgFailOver

PortForward
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Menu

Firewall/NAT/Portforward 1) Port Forward

Firewall / NAT / Port Forward ]

Port Forward 11 Outhound NPt

R ed i re Cti O n d u P O rt 80 merface Protocol Source Address Source Ports Dest. Address Dest. Ports NATIP NAT Ports Description Actions

X

2) Add

Associated fiser rule e : " _— . . B Redirection

R — du Wan Port 80 vers un Port 80 sur un
—— — Serveur Local

Firewall / NAT / Port Forward (7]

Bource peert match — =1 f 51|
Port Forward  1:1  Ouwtbound NPt

THE 1881700 ; ] Interface Protecol Source Address Source Ports Dest Address Dest. Ports NAT IP NAT Ports  Description Actions

Destnaton per match

Single host or allas = 5
Destimation port range L ) =1 HTTR () -] O « X waN TCP * * WANaddress  80(HTTP) 1921681100 80 (HTTP) Pdim) |
aion port % range for T Th iy # empiy i only Siseriny ’ 1 - Add - Acdd - Delete - Save

Ip (local)

Port 80

Menu QgFailOver
¥sense

Menu Lan an




Menu
Services

Service permet de configurer les différents service
ainsi que les pluggins (que vous pouvez installer)

Services ~
Captive Portal ~ Captive Portal Gere les acces internet
DHCP Relay
DHCP Server — DHCP Server  Configuration du service DHCP
DHCPvE Relay
DHCPv6 Server & RA
1 DNSForwarder
: DNS Resolver
¥Sense
Menu
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Menu

Services/DHCP Server/Lan

KSense

Pfsense peut étre utilisé comme serveur DHCP ou relai DHCP

Confiquration :

en tant que serveur DHCP

(réseau)

Services / DHCP Server / LAN

—

Subnet mask
Availabde range

Range

(deny) Autorisation par adresse Mac

Co =20

ﬁﬂanh DHCP server on LAN interface

I:Fl v the clients defined below will get DHCP leases from this server.

I:Femdclmts will b2 ignored rather than rejected.

This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured
192.168.1.0

(range)
2552552550

s T

192.168.1.199

To

192.168.1.1-192.168.1.254

192.168.1.100

¥Ssense
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SreEles ¥KFSense
Menu

Services/DHCP Server/Lan

WINS servers

DMS servers

>
(DNS servers)

vide pour utilisé ceux de Pfsense
Si vous avez AD indiquer 'adresse

(Gateway) Leave blank touse the system default DNS servers: this interface’s IP if DMS Forerarder or Resolver is enabled, otherwize the
vide pour utilisé ceux de Pfsense viqured on the Syatem / General Setup page

(Domain name) Other Optiens
Nom FQDN Gateway

\ The fefault Lo uge e P 1t Vterface f the fire frall 35 1he gateway. ': fy an alternate gateway here if th ot The
Domain name
Domain search list

¥Ssense
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Menu

Services/DHCP Server/Lan

Option WINS/DNS

(Failover peer IP)
Si vous avez 2 Pfsense

(Dynamic DNS)
Serveur DNS dynamique

(Mac Adresse Control)
Filtre les acces au DHCP par adresses MAC

(NTP)

Serveurs de temps

(TFTP)

Serveurs TFTP pour I'approvisionnement de téléphone IP DHCP 66

(LDAP)
Serveurs LDAP

(Enable network booting)
Activer le boot network ainsi que le nom du fichier

(Additionnal Boot/DHCP options)
Ajout n'importe quelle option DHCP

Menu

Captive portal

¥Ssense

Menu
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Menu
Services/Captive Portal

Le portail captif,permet de demander une
authentification pour pouvoir accéder a internet

Service — Captive portal

Services / Captive Portal Ll B @

Captive Portal Zones

Zone Interfaces Number of users Description Actions
Add
1) Création du Portail nom du groupe avec ca description
Services / Captive Portal / Add Zone =l = @
Add Captive Portal Zone
Zone name Tfc_Group_Web

Zone name. Can cnly contain letters, digits, and underscores (_) and may not start with a digit.

Zone description | Acces & internet avec id| |

& description may be entered here for administrative reference (not parsed).

El Save & Continue

Save

¥Ksense
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Menu

Services/Captive Portal

2) Activé Portall

Captive Portal Configuration

Enable

Interfaces

Maximum concurrent
connections

Idle timeout (Minutes)

Hard timeout (Minutes)

Pass-through credits per
MAC address.

ﬂEnablE Captive Portal

WAN -~

Select the interface(s) to enable for captive portal.

3 =
=
Limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how many users can be logged in to the captive
portal, but rather how many connections a single IP can establish to the portal web server.

=
5

Clients will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field blank for no idle timeout.

=
5

Clients will be disconnected after this amount thil'l'le. regardless 3f activity. They may log in again immediately, though. Leave this FIEL.. blank r-C"f no
o ¥ ! £y g L/ o
hard timeout (not recommended unless an idle timeout is set).

=
®

Allows passing through the captive portal without authentication a limited number of times per MAC address. Once used up, the client can only log in
with valid credentials until the waiting period specified below has expired. Recommended to set a hard timeout and/or idle timeout when using this
for it to be effective.

I'interface , le nbr de client

¥Ksense
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Menu
Services/Captive Portal

Authentification : local User Manager

KSense

Authentication

Authentication method (Y

@AIIGW only users/groups with "Captive portal login® privilege set

Seul : les (users) ou (groups) avec les droits
(Captive Portal login) pourront acceder a
Internet

Le Captive Portal a été crée

Il ne reste plus qu'a configurer :
- Crée les utilisateurs Web ¥ Sense

Menu

L) No Authentication @ Lecal User Manager / Viouchers

O RaDIUS Authentication

pfSense captive portal

Welcome to the pfSense Captive Portal!

Username: :

Password:

Continue

Menu
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Services Mettre le Clavier en fr

System - Package Manager
Récupéré le pakage Shellcemd

Maintenant il faut le configuré :

Service - Shellemd

Shellemd Configuration

Command kbdcontrol -l /usr/share/vi/keymaps/fr.kbd

Enter the command to run.

Shellemd Type shellcmd j

Choose the shellemd type.

shellemd will run the command specified towards the end of the boot process.

earlyshellemd will run the command specified at the beginning of the boot process.

afterfilterchangeshellemd will run after each filter_configure() call. See /etc/inc/filter.inc source code for "documentation”. N.B.: Only one entry of this
type can be configured!

disabled will save the command in package configuration but it will NOT run on boot.

See Executing commands at boot time for detailed explanation.

Description keyb fr

Enter a description for this command.

dans command : kbdcontrol -l /usr/share/vt/keymaps/fr.kbd

¥Ssense
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SquidGuard

Services - SquidGuard

Blacklist url

Blacklist options

Blacklist [] Check this option to enable blacklist
Do NOT enable this on NanoBSD installs!

Blacklist proxy

Blacklist upload proxy - enter here, or leave blank.
Format: host[port login:pass] . Default proxy port 1080.
Example:"192.168.0.1:8080 userpass

Blacklist URL
Enter the path to the blacklist (blacklist.tar.gz) here. You can use FTE, HTTP or LOCAL URL blacklist archive or leave blank. The LOCAL path could be

your pfsense (/tmp/blacklist.tar.gz).

Utilisons cette blacklist dans (blacklist URL):

www.shallalist.de/Downloads/shallalist.tar.gz
http://urlblacklist.com/cgi-bin/commercialdownload.pl?type=download&file=bigblacklist

ftp://ftp.univ-tisel.fr/blacklist/blacklists_for pfsense.tar.gz

¥Ssense
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SquidGuard

Services - SquidGuard

Mettre a jour la Blacklist

System - Interfaces « Firewall = Services « VPN ~ Sta Diagnostics Gold - Help ~

COMMUNITY ERITION

Package / SquidGuard / Blacklists (2]

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

Blacklist Update

%lwww.shallalist.defDownloadsfshallalist.tar.gz l

. Download

Enter FTP or HTTP path to the blacklist archive here.

¥Ssense
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Proxy Server

Services - Squid Proxy Server

Squid General Settings

Enable Saquid Proxy 5 o
Keep Settings/Data

Proxy Interface(s)

Proxy Port

Allew Uszers on Interface

Activer le proxy

Patch Captive Portal

Resolve DMS IPv4 First

Dizable ICMP

Use Alternate DNS
Servers for the Proxy
Server
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Proxy Server _ o
si besoins Vider le cache dans

Services - Squid Proxy Server Local Cache

Squid Hard Disk Cache Settings

Hard Disk Cache Size

Amount of disk space (in megabytes) to use for cached objects.

IR T
i 1N

ystem to us

Clear Disk Cache NOW Hard Disk Cache is automatically managed by swapstate_check.php script which is scheduled to run daily via cron.

If you wish to clear cache immediately, click this button once: _

Specifies the number of Level 1 directeries for the hard disk cache.

Hard Dizk Cache Location Jvar/squid/cache

Thiz is the directory where the cache will be stored.

Objects smaller than the size specified (in kilob 1 will not be saved on disk. (meaning there is no minimum)

Objects larger than the size specified (in megabytes) will not be saved on disk.
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Proxy Server
Services - Squid Proxy Server

Activer les logs

Logging Settings

Enable Access Logging mThis will enable the access log.

Do MOT enable it available disk space is low.

Log Store Directory fvar/squid/logs

The direc where the logs will be stored; also used for logs other than the Ac
JOT include the trailing / when setting a custom location.

Defines how many days of logfiles will be kept. Rotation is dizabled if left empty.

Log Pages Denied by .r-,"lak:r:s it pessible for SquidGuard denied log to be included on Squid logs.
SquidGuard

Page d'erreur Web
/usr/local/www/sgerror.php
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Menu
Firewall/Virtual IPs

2 Pfsense redondants,permet d'avoir 2 Routeurs pour I'équilibrage de charge ou en cas
d'une défaillance de 'un

IP:192.168.1.1 IF:1582,168,100.110
Vip:192,168.1.100 pfsense-1 Vip:192.168.100.120

)

PC - — internet

sw2 A
v PN
Pfsense-2
IP:192.168.1.50 ™~

~Rj -

IP:192.168.1.2 IP:192.168,100.111
VMipele2,168.1.100 Vipel92,168.100,120

CARP (Common Adress Redundancy Protocol) est un protocol permettant a plusieurs hotes de partager
une adresse IP

Pfsync est protocol permettant de synchroniser entre deux serveurs |'état des connexions en cours.
Il est recommandée d'utilisée une IP dédié ou LAN

XML-RPC est un protocol permettant la réplication de données d'un serveur vers un autres

M
®XSense o

Menu Lan an QPortForward
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Firewall/Virtual IPs

1) Création de notre IP Virtuel

Firewall / Virtual IPs

Virtual IP Address

Wirtual |P address ) Description

2) Add

Edit Virtual IP

Type

A
The mask must be the network's subnet mask. it doss not sp
Virtual [P Password [ Virtual IP Password : seras demander par le serveur secondaire
B e HID Group : 1 (Group d'appartenance)
vHD Group I Advertising frequency : 1 (seconde) temps inactivité avent de basculé
Enter the VHID group that the machines will share Skewv : 0 (master) 1..254(slave)
1

Baze Shaw

The freque ncy that this machane will advertise 0 means usua ly masg e Otherwise the lowest combination of both values in the cluster determines the

master.

A description m ay be entered hera for adminiatrative reference ::"-:|1 parsed)

M
¥sense o
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Firewall/Virtual IPs

Le LAN est crée

Virtual IP Address

Yirtual IP address Interface ) Description Actions

192.168.1.1:20 ik 1) LAN Master Lan

Add

Pour le WAN Edit Virtual IP
Type . S
Interface
Address type

Addresa(ea) 192168100120
The mask must be the network's subnet mask. it does not specify a CIDR range
Virtual IP Password
Enter the YHID group pasaword Cionfirm

VHID Group 2
Enter the YVHID group that the machines will share
Base

The freque ncy that this machane will advertise 0 means usua ly master Otherwise the lowest combination of both values in the cluster determines the

master.

Sy

A description may be entened hene for administrative reference (no

Save

¥Ssense
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Firewall/Virtual IPs

Le WAN et le LAN sont crée

Virtual IP Address

Yirtual IP address 3 Dres cription

1921681100024 {vhid: 1) CARP Master Lan

Master Wan

Des que vous avec configure les Serveurs

¥Ssense

Menu

KSense
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PFSENSE

Nous allons vérifier I'état de nos IP Virtuelles
Status - CARP (failover)

Status / CARP

_ f Enter Persistent CARP Maintenance Mode

CARP Interfaces
CARP Interface Virtual IP
LANEL
pfSync Modes
pfSync nodes:
BhO47158

Jebef465
bd284686

Status / CARP

CARP Interfaces
CARP Interface Virtual 1P

LAN@1 192.168.1.150v32
pfSync Nodes

pfSync nodes:

375808856
387 Fab4s
beg5h127
degabc2b

Status

MASTER

Status

BACKUP

¥Ssense

Menu

¥Sense

Sur le Serveur n°1
(master)

= Ll @

Sur le Serveur n°2
(slave)

PortForward
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Création de I'lP Virtuel réussi

Il faut que les clients maintenant point sur I'lP 192.168.1.150

Firewall - Nat - . :
Nous modifions la regles de firewall

Firewall / NAT / Qutbound

General Logging Options

Mode
Owrtbroumed MAT rule

wmd MAT rules)

Mappings
Interface Source Souwrce Port Dies tination Destination Port MAT Address MAT Port Static Port Description Actions

1 saa ) sdg [ peeme [B) sa

Automatic Rules:
Interface  Source Source Port  Destination Diestination Port MAT Address MAT Port  Static Port  Description
¥ WAN S 500 WAMN ad
* WAN addrass *

v WAN

¥ sense
PortForward

Menu
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Pour passer a :
Hybrid Outbound NAT rule generation.(Automatic Outbound NAT + rules below)

General Logging Options

Mode [ ]

oumd MAT rule

ned MAT rules)

Mappings

Interface S ource Source Port Diestination Dreatination Port NAT Address NAT Port Static Port Dreacription Actions
L} saa ] saa ] oeee 2] s

Automatic Rules:
Interface  Source Source Port  Destination  Destination Port NAT Address MAT Port  Static Port  Description
v WAN 12 92.168.1.0/2 = = 500 WAN addrass = v Auto created rule for

v WAN 1Z 92168 e WAN adk x Auto created nule

Save
Add

¥Ssense
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Pour l'interface WAN

Edit Advanced Outbound MAT Entry

Disabled

D neot MAT E wiill disable MAT for traffic ching this nule and stop processing Outbound MAT rules

et

Choose which interface this rule applies to. ln most cases "WAN is 5

Protocol

k for the cuthound MAT mapping

Destination
Jestination network for the outhound NAT mapping

Translation

Source Notre réseaux LAN

pm_

Enter the source port or range for the cuwtbouwnd NAT mapping

Mise

Ad ress N Otre I P WAN Mo XMLRPC Sync .3"5'.'5'1: the nule on Master from automatically

Description

Save

Save

¥Ssense
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Création du NAT réussi

Modifier le DHCP pour prendre en compte en Gateway notre VIP 192.168.1.120

Services — DHCP Server

Other Options

Gateway 192.168.1.120

the firewsall as the gateway. Specify an alternate gateway here if this is not the comect gateway for the

Domain name
name provided by DHCP. An alternate domain name may be specified here
Domain s.earch list
ras separatos

Default lease time

Maximum lease time

Failever peer |P

ARP. Interface's adv

Static ARP

ad. O y the machines kisted bedowr will be able to communicate with the firewiall on this interface

Failover peer IP (Optionnelle) permet de partager le lease DHCP, si le champs est renseigner vous devez modifier
sur Pfsense secondaire la valeur (skew) qui doit étre supérieur a 20

Création du DHCP réussi

¥Ssense
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Modifier OpenVpn pour prendre en compte en Gateway notre VIP 192.168.1.120
System - High Avail. Sync

State Synchronization Settings (pfsync)

Synchronize states fsync transfers state insertion, update, and deletion messages between firewalls.
all sends these messages out via multica 1ed interface, using the PFSYNC protocol (IP Protecol 240). It also listens on that
or similar messages from other fir lls, and imports them into the local state table.

g should be enabled on all membe f a failover group.

mc if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface j
ce will be used for communication.
her than LAN! & dedicated interface works the best.
iating in this failover group.
N any participating sy

pfsync Synchronize Peer 192.168.1.2

Setting this option will force 2 1 nchronize its state table to this [P address. The default is directed multicast.

Synchronize states : Cocher la case pour activer la synchronisation
pfsync Synchronize Peer IP : Ip du serveur de secours (LAN)

¥Ssense
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Config de : XM LRPC Sync Configuration Synchro nization Setting s (XMLRFC Syno)

Remade System
Username

Select oplions io sync

Synchronize Config to IP : Ip du serveur de secours (LAN)
Remote System Username : saisir un compte avec paswword
Select options to sync : Sélectionnée les services a synchroniser sur le serveur de secour

¥Ssense
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Sur le Serveur Secondaire

State Synchronization Settings (pfsync)

Synchronize states pfsyn{: transfers state insertion, update, and deletion messages between firewalls.

Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.

This setting should be enabled on all members of a failover group.

Clicking "Save” will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface LAM

l

If Synchronize States is enabled this interface will be used for communication.

It is recommended to set this to an interface other than LAN! & dedicated interface works the best.
An IP must be defined on each machine participating in this failover group.

An IP must be assigned to the interface on any participating sync nodes.

pfsync Synchronize Peer 192.168.1.1

IP ) ) ) ) o ) L :
Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast.

Synchronize Config to IP : (Optionnelle) Ip du serveur Maitre (LAN)

¥Ssense
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Config de : XMLRPC Sync

Configuration Syndhranization Setting s (XMLRPC Syno)

Synchronize Config to P
yrachiron zedd
ot 25 TS Sysherm - miake sune the remote systams port
Remwde Sysiem
Username -
Remote System
Passward

Sebect oplions to sync (52 manager users and groups
Fjehendcaton serers (e.g. LDAR RADIIE)

rificate Auhorles, Cerificates, and Cerificate Revocaton Lists

rewall nies

reveall schedules

rewall allases

AT configuration

sec configuration

=P confiquration

[——JHCF Sereer sefings

oL Sereer sefings

mjaic Roufe configuration

—pad Balancer configuration
—{riual IPs

—Taffic Shaper configuraton
—afiic Shaper Limiters configuration
s Forwander and DMS Resolver configuratons
pive Poral

o oo

Rien a indiquer a partir de maintenant la synchronisation devrait fonctionner

¥Ksense
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Autoriser le flux sur le firewall

Si le port https n'est pas ouvert, vous pouvez lui attribué une regles
Edit Firewall Rule
Action

MP port unreachable for UDP) is retumed to the sender, whereas

Interface

Choose the interface from which packets must come to match this rule

Address Family P

Protocol

Source

Source

Display Advanced [« S —

Destination
Dies tinaticn ."'-E'I match This firewrall (zelf)

Destination port range Ll

Save

¥Ssense
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La nouvelle regles est :

Rules (Drag to Change Order)

States Protocol Port Destination . Gateway Oueue Schedule Drescription

* * LAMN Address 44 * * AntHLockout Rule

IPed TCP LAM net 0 (HTTR)

IPed TCP LAM net 443 (HTTRS)

IPvd TCR/UDP LAN net 53 (DNS)

IPvd TCP LAM net This Firewall 443 (HTTPS) oiTE Dedié au firewall

Add add Deete [ Sa
by 1 1=

Autorisation du flux réussi

¥Ssense
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Voir les erreurs

Si une erreur est trouvé par Pfsense

@sen e

ITY ERITION

Status / Dashboard

clicker sur la cloche
MNotices

Settings Sync

= An authentication failure ocs wihile tryi pa 1921681 2443

(pfaensehost_firmware_ve

Tl Mark All as Read

Ici le message indique qui il y as sans-doutes une erreur avec le mot de passe ou le compte utilisateur

Faites des testes
- Redémarré le serveur, débrancher le cable réseaux pour vérifier que le primaire devient bien master

¥Ssense
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